Employee Internet Use Policy

This policy governs the use of internet at work – whether on a company computer or device or on a computer or devise owned by the employee.  

As a rule, internet access is to be used for business purposes only.  Internet access is not open to all employees and will be provided to employees by approval of the manager.  Internet access will be provided to employees to support business activities and only as needed to perform their jobs.  
Acceptable use of the internet for performing job functions might include:
· Communication between employees and non-employees for business purposes
· Posting to social media for business purposes
· IT technical support downloading software upgrades and patches
· Review of possible vendor web sites for product information
· Reference regulatory or legal information
· Research
Using the internet for personal purposes while at work is prohibited.  

Acquisition, storage, and dissemination of data which is illegal, pornographic, or which negatively depicts race, sex or creed is specifically prohibited.  Employees are also prohibited from conducting a business enterprise, political activity, engaging in any form of intelligence collection from our facilities, engaging in fraudulent activities, or knowingly disseminating false or otherwise libelous materials.
Other activities that are strictly prohibited include, but are not limited to:

· Accessing company information that is not within the scope of one’s work. This includes unauthorized reading of customer account information, unauthorized access of personnel file information, and accessing information that is not needed for the proper execution of job functions.
· Misusing, disclosing without proper authorization, or altering customer or personnel information. This includes making unauthorized changes to a personnel file or sharing electronic customer or personnel data with unauthorized personnel.

· Deliberate pointing or hyper-linking of company Web sites to other Internet/WWW sites whose content may be inconsistent with or in violation of the aims or policies of the company.

· Any conduct that would constitute or encourage a criminal offense, lead to civil liability, or otherwise violate any regulations, local, state, national or international law including without limitations US export control laws and regulations.

· Use, transmission, duplication, or voluntary receipt of material that infringes on the copyrights, trademarks, trade secrets, or patent rights of any person or organization. Assume that all materials on the Internet are copyright and/or patented unless specific notices state otherwise.

· Transmission of any proprietary, confidential, or otherwise sensitive information without the proper controls.

· Creation, posting, transmission, or voluntary receipt of any unlawful, offensive, libelous, threatening, harassing material, including but not limited to comments based on race, national origin, sex, sexual orientation, age, disability, religion, or political beliefs.

· Any form of gambling.

· Unauthorized downloading of any shareware programs or files for use without authorization in advance from the employee’s manager.

· Any ordering (shopping) of items or services on the Internet.

· Playing of any games.

· Forwarding of chain letters.

· Participation in any on-line contest or promotion.

· Acceptance of promotional gifts.

If you have any questions about acceptable internet use, contact your manager.
When using company resources to access and use the internet, users must realize they represent the company. Whenever employees state an affiliation to the company, they must also clearly indicate that "the opinions expressed are my own and not necessarily those of the company". 
Users must not place company material (examples: internal memos, press releases, product or usage information, documentation, etc.) on any mailing list, public news group, or such service. Any posting of materials must be approved by the employee’s manager and the public relations department and will be placed by an authorized individual.
Management reserves the right to examine E-mail, personal file directories, web access, and other information stored on company computers, at any time and without notice. This examination ensures compliance with internal policies and assists with the management of company information systems.
Internet access will be discontinued upon termination of employee, completion of contract, end of service of non-employee, or disciplinary action arising from violation of this policy.
---------------------------------------------------------------------------------------------------------------
Employee Internet Use Policy Agreement

Policy awareness and acknowledgement, by signing this form, is required before internet access will be granted to the employee. 

Employee Name: _______________________________________________________________

I agree to abide by all terms of the Employee Internet Use Policy.  I understand and agree not to use the internet for personal purposes or any of the activities prohibited in the policy.  I will also do my best to use common sense and exercise good judgment while using internet at work. 
I understand that corrective action may be taken if I violate the Employee Internet Use Policy and repeated violations may result in a reprimand, probation or ultimately termination of my employment 

Employee Signature: __________________________________
Date: _________________

Manager Signature: ___________________________________ 
Date: _________________
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